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Safe Harbor

Nasledujuci text je urceny na nacrtnutie nasho vseobecného smerovania produktov.
Zameriava sa vyhradne na informacie, a nesmie byt zacleneny do akejkolvek zmluvy.
Nejedna sa o zavazok poskytnut materialy, kod alebo funkcionalitu, a nemalo by sa nan
spoliehat pri rozhodovani o kupe. Vyvoj, uvolfiovanie a nac¢asovanie vsetkych funkcii
alebo funkcionality popisanych pre produkty spolocnosti Oracle zostava na zaklade
vylucného rozhodnutia spolocnosti Oracle. Nie vsetky identifikované technolégie su k
dispozicii pre vsetky Cloud sluzby.

Disclaimer

Informacie v tomto dokumente nesmu byt interpretované alebo pouzité ako pravne
poradenstvo tykajuce sa obsahu, interpretacie alebo aplikacie akéhokolvek zakona,
nariadenia alebo regulacného usmernenia. Zakaznici a potencialni zakaznici musia
hl'adat vlastné pravne poradenstvo, aby pochopili uplatnitel'nost akéhokolvek zakona
alebo nariadenia o spracovani osobnych udajov prostrednictvom pouzitia akéhokolvek
produktu alebo sluzieb dodavatela
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Styri hlavné oblasti na ktoré vplyva GDPR
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Na koho/co ma vplyv/dopad GDPR

Detaily
* ludia ° procesy
— zamestnanci, zakaznici, dodavatelia, partneri — obchodné procesy
— kontinualne vzdelavanie — technologické procesy
— vySie povedomie o bezpecnosti — organizacné opatrenia
— nové zodpovednosti — zmluvné opatrenia
— zodpovedna osoba — kontrola nad spracovanim OU
* technoldgie * data
— IT infrastruktdra (HW, SW) — primerana uroven ochrany
— bezpecénost ,By Design“ a ,,By Default” — doévernost / dostupnost / integrita
— vyssie naroky na kazdej urovni IT infrastruktury — prevencia
— zavedenie novych technologickych opatreni — detekcia

— kontrolné mechanizmy
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IT a GDPR
Ako uchopit GDPR z pohladu IT - 4 dimenzie

* Ochrana dat vyZaduje znalost
— Kde su data ulozené

— Akému riziku su data vystavené

* Musia / mali by byt naplnhené urcité poziadavky
— Modifikaciou aplikacii ) )
— Vyuzitim spolahlivej architektury INVENTAR DAT

APLIKACIE ARCHITEKTURA

POCHOPENIE RIZIKA
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Data / Zdznamy o spracovani

INVENTAR DAT
Spracovanie osobnych uUdajov sa

opiera o znalost spravovanych tGdajov

Kazdy prevadzkovatel a v prislusnom pripade zastupca prevadzkovatela vedie zaznamy o
spracovatelskych ¢innostiach, za ktoré zodpoveda (Cldnok 30)

info o prevadzkovatelovi, ucel
spracuvania,kategorie os6b a osobnych
udajov, info o prenosoch, lehoty na
vymazanie, opis implementovanych bezp.
opatreni....

sprostredkovatel vedie zaznamy v
rovnakom rozsahu ako prevadzkovatel

pisomne / elektronicky

spristupnenie zaznamov dozornému
organu

Identifikacia IS — ktoré systémy, sposob
spracovania

Vyhladanie dat - vela réznych formatov,
umiestneni a typov dat

|dentifikacia a riadenie datovych tokov
|dentifikacia dat a ich prilinkovanie k procesom
Budovanie glosara kritickych dat

Vytvorenie pravidiel, kontrola datového toku,
kontrola zdielania dat, kontrola vymazania

Jednotny pohlad na dotknutu osobu - schopnost
re-lokalizovat relevantné data

Enterprise Metadata Manager, Data Quality, Data Integrator

ORACLE
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Priklad
Diagram architektury 1S

[=] Oracle Enterprise Metada: x
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’ . . 7 ’ . POCHOPENIE RIZIKA
Posudenie rizik a vplyvu na ochranu udajov @

rizika pre dotknutu osobu

Prevadzkovatel aj sprostredkovatel musia pochopit a redukovat rizikd pre dotknutu osobu

* (DPIA) Posudenie vplyvu na ochranu * Referencovanie Standardov, resp. postup
osobnych udajov (Clanok 35) podla noriem pre riadenie rizik
— posudenie rizika pre prava a slobody dotknutych ISO 31000:2009, Risk management — Principles and
osob guidelines, and ISO/IEC 29134 (project), Information
— opatrenia na riegenie rizik technology — Security techniques — Privacy impact

: y . assessment — Guidelines
— prehodnotenie ak doslo k zmene rizika

— konzultacia a ziskanie suhlasu dozorného organu ak * Automatizacia procesu hodnotenia rizika
je to nevyhnutné - )
* Podpora hodnotenia bezp. opatreni

* Reporting

Database Security Assessment Tool, Security Assessment & Roadmap Service
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Priklad

Vystup z bezpecnostného hodnotenia DB vo formate .xls

Database Security Risk Assessment - Highly Confidential

Assessment Date &
Time

Date of Data Collection Date of Report  Reporter Version

‘wed Mar 30 2016 13:55:00 Thu Apr 7 2016 12:00:06 0.9 (Apr 2016) - cabb

Database |dentity

Basic Information

Mame Platform  Database Role LogMode Created

RDBMSZ Linux #86 64-bit PRIMARY  NOARCHIVELOG ‘wWed Mar 30 2016 13:44:00

Users with Expired
Passwords

USER.EXPIRED Some Risk

Found Tunlocked user(s)
with password expired for
more than 30 days.

Password expiration is used to ensure that users
change their passwords on aregular basis. If auser's
password has been expired for more than 30 days, it
indicates that the user has not logged in for at least that
long. Accounts that have been unused for an
extended period of time should be investigated to
determine whether they should remain active.

User Accounts in

USER.TELSPA 'Significant

SYSTEMor SYSAUX CE

Tablespace

Risk

40 user(s) use SYSTEM or
SYSAUX tablespace.

The SYSTEM and SYSAUX tablespaces are reserved
for Oracle-supplied user accounts. To avoid a possible
denial of service caused by exhausting these
resources, regular user accounts should not use these
tablespaces. Prior to Oracle Database 12.2, the
SYSTEMtablespace cannot be encrypted, and this is
another reason to avoid user schemas in this

ltem D Status Result Remarks
Database Version  Oracle Database 12¢ Enterprise Edition Release 12.2.0.0.3 - 64bit Production

Security options used: Advanced Security, Database Vault, Label Security
Security Features Feature Currently Used

AUTHORIZATION CONTROL
Database Vault Yes
Privilege Analysis Yes
DATAENCRYPTION

Column Encryption Yes
Tablespace Encryption Yes
Metwork Encryption Mo
ACCESS CONTROL

Data Redaction Yes
Virtual Private Database Yes
Real Application Security Yes
Label Security Yes

Transparent Sensitive Data Protection  Yes

AUDITING

Traditional Audit Yes
Fine Grained Audit Yes
Unified Audit Yes

Sample Schemas

USER.SAMPLE ' Significant

Users with Default
Passwords

USER.DEFPWD

ORACLE

Password Verifier
Version

USER.VERIFIE
R

Risk

Found 9 sample
schemals).

Sample schemas are well-known accounts provided b
Oracle to serve as simple examples for developers.
They generally serve no purpose in a production
database and should be removed because they
unnecessarilyincrease the attack surface of the

12 unlocked user

account(s) are using

default password

Default account passwords for predefined Oracle
accounts are wellknown. Open accounts with default
passwords provide a trivial means of entry for attackers,
but well-known passwords should be changed for
locked accounts as well.

Alluser accounts have
updated password
verifiers.

Overtime, Oracle releases have added support for
increasingly secure algorithms for generating password
verifiers for user accounts. In order to remain
compatible with older client softw are, the database
continues to generate password verifiers using the
previous algorithms as well. Each user account should
include a verifier for latest version supported by the
database sothat the user can be authenticated using
the latest algorithm supported by the client. \When all
clients have been updated, the security of user
accounts can be improved by removing the obsolete
verifiers.
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APLIKACIE

Prava dotknutej osoby

vyZaduju upravu aplikacie

Kapitola 3 “Prava dotknutej osoby” (Oddiel 2 a 3) poskytuje zoznam povinnosti
prevadzkovatela

. Pfévo dotknutej osoby na pristup k udajom o Manuélny zasah c¢loveka
(Cllanok 15) . — Vahovanie poziadaviek nariadenia a dalSich
* Pravo na opravu (Clanok 16) zakonov - vymazanie sa vyhodnoti s prihliadnutim
* Pradvo na vymazanie (pravo ‘na zabudnutie’) na zakony a prava inych subjektov
(Clanok 17) ) » Portabilita dat (modifikacia aplikacie)
* Pravo na obmedzenie spracovavania (Clanok 18) — Prenosnost tdajov’posadovana subjektom
* Oznamovacia povinnost v suvislosti s opravou vyzaduje funkciu na export vo formate Citatelnom
alebo vymazanim osobnych udajov alebo strojom (machine-readable format)

obmedzenim spracutvania (Clanok 19)
* Pravo na prenosnost Gdajov (Clanok 20)

Project management, Change management

®
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v , . ARCHITEKTURA
B e Z p e C n O St n e O p a t re n I a Implementacia bezpecnostych opatreni

na architektonickej Urovni rieSenia

Niektoré ¢lanky referencuju povinnost, resp. ulohu prijat primerané
technické a organizacné opatrenia

* Zasady spracuvania osobnych udajov - Sifrovanie, anonymizacia, pseudonymizacia
(Clanok:5) , ) . * Autentifikacia, autorizacia, riadenie pristupu

* Zodpovednost prevadzkovatela (Clanok k ddtam
24) R

. §peciﬁckvy navrhnuta a Standardna ochrana Zabranenie uniku dat, kontrola integrity
udajov (Clanok 25) * RieSenia pre vysoku dostupnost, zdlozné

» Sprostredkovatel (Cldnok 28) sidlo, archivacia

* Bezpeénost spractvania (Clanok 32) * Monitoring

Udajov dotknutej osobe (Clanok 34)
Advanced Security, Redaction, DB Vault, Masking, IdM, RAC, DataGuard,
MEM, SOC (Compliance, Change & Config, Reporting, SMA)
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Architektura
maximalnej bezpecnosti

B Data Redaction

B Single Sign-on pouZitim
Oracle Identity Management

Enterprise
Manager

B Riadenie konfiguracie a dodrZiavanie

& Database Firewall B Vyhladanie citlivych dat

M Analyza opravneni
v . ] 1 yza op
Pouzlvatellﬁ/\a .......................... l l | Data MaSklng and Subsetl-lng

........................ :LI@E /D

a . ......................... I I

._' B Strong I
Aplikacie gfzz» AW Authentication

Udalosti B Fine-Grained Access Controls
Database Vault

Virtual Private Database
Label Security

Real Application Security

W Data Encryption

Hlasenia ‘
Reporty E

23

Politiky ' ‘ Riadenie bezpecnosti z pohladu databazy
Auditné data a zaznamy o udalostiach . Administracia
Audit Vault .
Prevencia
Detekcia

ORACLE
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Cesta k suladu

Data Management

Systems & SW
inventory
Sensitive Data
Discovery

Applications
Data Integration

Analytics

System

Storage

ORACLE

Security

Data protection
(ASO, Masking)

ldentity mgmt &
access control

Monitoring, blocking,
Auditing (AV, SMACS)

Secure configuration
(Config pck, Compl CS)

ASM, RAC,
DataGuard

SPARC, Solaris

Oracle produkty, alebo Cloud
sluzy mozu pomoct pri ceste k
suladu s GDPR.

Moznost pomaoct:

1. Vyhladat citlivé data
pouzitim rieSeni pre data
governance (spravovanie
dat)

2. Vynucovat/implementovat

bezpecnostné opatrenia pre
data, software a identity

3. Obohatit aplikacné funkcie
tak, aby bolo mozné
garantovat prdva
dotknutych subjektov

4. Podporovat zaklad, ktory
zahfna spravne IT praktiky,
vysoku dostupnost a
odolnost IT
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GDPR & Oracle

* Dosiahnutie suladu vyzaduje sadu * Oracle poskytuje technologiu, ktora

koordinovanych krokov roznych — Zlepsuje dovernost, integritu a
oddeleni v kadej spoloCnosti. dostupnost
» Pozaduje pokrytie oblasti: — Zabezpecuje odolnost systémov

L spracovania
— QOrganizacnej , : e e
) _ _ — Pomaha pri vyhladavani citlivych
— Pravnej a zmluvnej Gdajov

— Informacnych technologii —Zmiernuje bezpecnostné incidenty

* Vhodna technolégia moze ucinne
pomoOct sulad s nariadenim
dosiahnut
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* Oracle mo6ze pomoct zaclenit
technologiu do spravneho kontextu



Oracle UX > AboutOracle » Festures » General Data Protection Regutation

Oracle security solutions

GDPR is Coming.
Are You Ready?

Learn how Oracle Security Solutions can help organizations implement
controls that reduce the risk of non-compliance fines around GDPR.

oracle.com/goto/gdpr

fEvEinlc o

Accelerate EU GDPR How Selected Oracle Accelerate Your

Compliance with Data Security

Response to the EU
G .- Nata Pr ]

Aciameste T s Renporee 0 Pe LU Gererw Cume

Prone bin Repuaton PR

o c ®
R CI—E Copyright © 2017, Oracle and/or its affiliates. All rights reserved. | 16




Integrated Cloud

Applications & Platform Services
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