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GDPR Recap

/C‘Y@\Accou ntability
Produce and maintain evidence of
actions to achieve compliance

Privacy risks assessed and must
be built-in to product development

Data Protection Officer needed for
companies with large-scale
processing of personal data
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Codes of Conduct\
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Controller is accountable for failures of data

Help demonstrate accountability | m processor
: Equally liable for any breaches — penalties apply
to both Y,
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m] Individual Rights

Can request deletion of personal
data (includes backups, archives
and that shared with 3 parties)

Can request their personal data in
machine readable form and/or
have sent to another company

Businesses must not (usually)
charge and must respond <1
month.

\ |/ Breach

Notification

Mandatory notification to authority
within 72 hours of becoming aware

Communicate to affected
individual(s) without undue delay

Maximum fine of 4% annual
revenue or €20M whichever is
greater

D Personal Data

Includes online identifiers such as
IP-address, location & genetic data

Pseudonymised data can still be in
scope

Parental consent required for
children under 16




Personal Data Lifecycle

Data Privacy = .
Impact Assessment Active Data Archive Delete
Legitimate purpose for ongoing processing Lawful retention No longer required
Risks have been assessed and mitigated, Other laws and Not needed for original
individuals informed, processes & activities regulations may dictate purpose OR ‘right to
documented and active data is protected, minimised the data must be erasure”
with alerts for inappropriate use/access retained longer
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.
SAP Capabilities

Process Discovery

Data Discovery Data Blocking, Deletion

Understand and visualise in For SAP landscapes,
Tagging and profiling of data real-time which business managing the procedures for
across SAP and non-SAP processes ‘touch’ personal deleting & archiving with
landscapes data defensible legal retention

requirements

Manage personal data
accuracy & consistency

h | l

Data Privacy . .
[Ty et Active Data Archive Delete

| | |

Personal Data Breaches Access Governance

Process & Control

Evidence
Advanced threat analytics/real time Manage lawful & block unlawful Custodian of GDPR: digital
cyber & breach monitoring. Context- access to personal data for governance services to supervising
based access management, blocks, active business systems, authority with controls and
alerting, correlations contracted processors, archives automated monitoring for SAP and
employee enrolment. non-SAP landscapes
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.
What are the major SAP products that help?

Power Designer

Information Steward

Tagging and profiling of

data across SAP and non-

SAP landscapes

Manage personal data
accuracy & consistency

SAP Process Mining

by Celonis

Analyse and visualise in
real-time which business
processes (SAP/nonSAP)
‘touch’ personal data

!
. ‘

Data Privacy
Impact Assessment

Active Data

T 1

Information Lifecycle

Management

For SAP landscapes,
managing the procedures
for deleting & archiving
with defensible legal
retention requirements

T

Archive Delete

Enterprise Threat Detection

Dynamic Auth Mng + EDRM

SAP Enterprise Threat Detection
- advanced threat analytics/real
time cyber & breach monitoring.
DAM+EDRM context-based
access management, blocks,
alerting, correlations

Access Control &
Ul Masking/Logging

Manage lawful & block
unlawful access to personal
data for active business
systems, contracted
processors, archives,
employee enrolment.

SAP Process Control

Custodian of GDPR: digital
governance services to
supervising authority with
controls and automated
monitoring for SAP and non-
SAP landscapes
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GRC & Security for GDPR

“The controller shall ... be able
to demonstrate compliance
with, paragraph 1
(‘accountability').”

Regulator: “Accountability,
good governance, sustainable
procedures”

Privacy by design and default
Privacy impact assessments

Engage DPO - transparency
into state of compliance

Reduce Cost of Compliance:
Process Control with
ownership & automation

Breach management



I
The Goal

8 vy Home
L 4

d) My Reports (Custom) My Objects  Assessment Planning Surveys  Compliance Manager (GRC) Data Protection Office Work Inbox

Data Protection Office

My Processes Open Issues Compliance Results GDPR Compliance Data Sources & Privacy & Impact Automated Access
by Organisation Dashboard Tags Assessments Monitoring
Policy Profile Privacy Risks Planner Data Breach

4 1

ests with HIGH Iss

Work Inbox

Incidents Outlook
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SAP Power Designer
SAP Information Steward



Where Does Personal Data Exist In My Landscape?
SAP Power Designer / SAP Information Steward

SAP Power Designer

SAP Information Steward Value for GDPR

Tagging and profiling of data across
SAP and non-SAP landscapes

Tagging and profiling of data across SAP & non-SAP
Manage personal data accuracy &
consis%er?cy / |andSCapeS

I Analyse repositories for personal data types

Lineage analysis to create transparency on data flows

Data Privacy
Impact Assessment

Active Data ] Manage data accuracy & consistency
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Full Lifecycle Metadata Management
From Discovery, Quality and Monitoring to Architecture Driven Change

Business T
Glossan

Business &
Conceptual
Metadata

SAP Power Designer
Business & IT

Change
Management

PowerDesigner

Versioning
Workflow &
Implementation
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SAP Power Designer

Solution Business Overview

Reverse engineer
to build current
state

Map context
Build relationships
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Understand impact

Determine
mappings

Build plan

| Complete

mappings

Ensure
completeness

Build future state

. B
fe
T g E.‘

Communicate
architecture & plan

Deliver source
extraction scripts

Build database
schema
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SAP Power Designer - Unified Enterprise Modeling
SAP’s EA tool

HTML/RTF Reports MS Visio Files MS Excel Files

» | $

[ DOC |
* O o o
MS Word Files Requirements Enterprise Architecture Business Process  Business Process
Model Model Model Files
=
Conceptua [r—— Reposutory ﬂ Object 00 Language
Data Model Oriented Model Files
Pro;ects Library
==
Glossar +—>
Lé:’ ‘/' Reports @ y ‘\‘ <o />
Logical Data Impact Analysus XML XML Schemas
Model Model and DTDs
I I — == B | L —>
L 2
X
Databases 1 omdt
Physical Data Free Data Movement Replication
Model Model Model Engine Scripts
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SAP Information Steward

Discover, define, monitor, and improve quality of data assets

Discover

Understand
and catalog
enterprise
data

Define

Rules and
ownership

Monitor

Quality
continuously

Improve

Data quality
and
governance

Empower business and IT users with a single environment

to manage the quality of their enterprise data assets
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SAP Information Steward
Metadata discovery & catalogue

Bl Systems

Databases

Modeling

Tools
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Metadata Integrators bundled with Information

Steward

SAP Software: Bl Platform, Data Services, SAP BW, SAP
HANA, SAP PowerDesigner, SAP ASE, SAP 1Q

nonSAP Software: CWMXML (CWM), RDBMS: MS SQL
Server, DB2, Teradata and JDBC Sources

Other Metadata Integrators available*

Altova MicroStrategy
Borland NoMagiC

CA OMG
COBOL Oracle

Embarcadero SELECT

EMC SPARX Systems
Gentleware SUN

Silverun Teradata
Knightbridge (HP) Tigris

IBM Visible Systems Corp
Informatica W3C

Micsosoft

SAP Information

Steward
Metadata
Repository

Central
Repository

Centralized
location to view
and catalog of
disparate
metadata assets
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SAP Information Steward
|dentify content / data behind the column names

[Fadd ~ HiProfile « i ViewData &g View Impact ~ {5 Manage Views ~ Tables
—— Advisor Content Type
addresses o< ot Advisor Content Type - 3 DATABASE
-~ Dependency - = V] EITABLE | =
# [ Custg R B FiELD1 Given Name1
+ 3 HaNg , i FiELD1O Country
¥ by IDES el B FrELD11 Phone
# B sTs o.u-:.;cf:fint Tipe [ P12 Email
- : f FiELD13 Date
= B3 STS Production
- ) B aocus e
+ | | dbo.CallReason B Fene Addrr:—-;;
| | dbo.Categories & B FELDS
+ || dbo. City B FIELDG
+ | dbo. CityStrings f FiELD? Locality
+ | | dbo. CountryStrings & [ FrELDs Region
+ |V dbo. Customers O « v [ FiELos Postcode
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SAP Information Steward
Out of the box Identification of Personal data

Content Types

Cf New Ed Enable &y Show Dependencies | | 2 Import | [y Export ¥2 Refresh
Name Description Enabled
Address Line All components that make up the street or postal address, such as 1050 Main Street. (¥4

Building Name

City

City Region Postcode

Country Country, such as Ukraine or France.

Credit Card

Date A day of the month or year such as, 29 Cct, 2012 or 13/10/12.

Email Elecironic address used for exchanging digital messages

Firm Organization's name, location, or both.

First Name Person's given name, such as Mary or Robert.

Full Address The entire address in one column. The single address content type is valid only in Chinese and Japanese scripts. For example, ...

Honorary Postname
Last Name

Maturity Postname
Person

Person or Firm

The building name for the address, which in some countries is a formal component in the address. For example, in the UK. an..
City, town, suburb, or a subcity component such as district, neighborhood, or subdivision within a city.

City, region, and postcode combined in one column, such as Chicago IL 60640.

Person's postname indicating ceriification, degree, or affiliation, such as CPA.
Person's family name, such as Smith or Hamilton.
Person's postname indicating heritage, such as Jr. or [l

Person's whole name combined in one column, such as Dr. Robert Hamilton I11. This column may also include a person's title.

Some records coniain a person's name and some records contain an organization's name. For example, Person or Firm could b...

Phone String of numbers that a phone user can dial to reach another phone.
Postcode Postcode or ZIP Code.
Prename Person's prename, such as Mr., Mrs., or Dr.

Product_Name
Region

Secondary Address
55N

Street Name
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Region or state.
Apartment or suite information, for example, the Apt 315 portion of 1050 Main St. Apt 315.
Nine-digit number assigned to U.S. citizens and residents issued by the United States Social Security Administration.

Street description, for example, the Main Street portion of 1050 Main Street.

L0000 08«

15



SAP Information Steward
Meatadata discovery & catalogue

Impact Analysis upstream use

SAMEAS RELATEDTO IMPACT LINEAGE

USER DEFINED

Z==  satisfaction X Q & e

g@ sTsProcuction & Data Services

A CustomeriD § CUSTOMERID

& B4

B Customer Name = Customer Name

5 | | frame
Schema: dbo
Database: Foodmart
& | B iname System:  Bl4

§ cusTomERID

[ | B cusTomerID

& BK

§ customenD

§ Customend

§ customend

o

Zoom: - 70

Customer Satistaction (region)

Customer Satistaction Analysis

Customer Satisfaction (region)

Customer Satisfaction Analysis

Reglonname

Customer Satistaction (reglon)

.
%

£t customer
RELATIONAL _TABLE

EEE customer

B2 O %
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Data Lineage for data origins
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SAP Information Steward
Monitor and improve quality of data

Customer Show Detail ~ Employee Show Detail ~
Quality 9.38 Quality
Compie.
Conform... Cantfor.

L O—— S e———— Drill down to explore problem areas,
B | — i
i by rules, subject areas and systems.

Quality Trend Quality Trend
Projects » MDGISDS_Customer_DQ_review » [lsg Scorecard ~ - H
Show score as of: |Now | SortBy: |Name | views: [ [l @ § > Share ~ [JB Export Failed Scorecard Data
A"
g' Key Data Domain Data Quality Dimensions Validation Rules
) i Customer_Basic_Data 938 Acauracy 10.00 NAME1 cannot be blank Rule for DB_MDGISDS_Custom... 10.00
Customer_Credit 0.05 Conformity 7.55 ORTO1 cannot be blank Rule for DB_MDGISDS_Custom... 10.00
Consistency 10.00 PostCode cannot be blank Rule for DB_MDGISDS_Custom... 10.00
Date Time Integrity 10.00 Region Must Be 2 Characters Healthcare Ciinical Source. dbo.... 7.55

Threshold: W Low - 5l High- 8 Threshold: B Low - 5 High - 9

No cost information added. 2 No cost information added.

Report on the accuracy of Cotoner o o

. . lastRun: 10 | 30 | 50 ScoreRange: 910 Threshold: M Low - 5  High - 8 Score: 9,38 Date: View faled data &% View Impact ~
personally identifiable data -
Source Schema Table Columns Score

u S i n Data Q u a I it SCO reCa rd S o c DB_MDGISDS_Custom dbo ALL_KNA1 NAMEL 10.00

g y } U {1 bB_mDGISDS_Custom dbo ALL_KNA1 ORTO1 10.00

- DB_MDGISDS_Custom dbo ALL_KNA1 PSTLZ 10.00

\ ___________ N DB_MDGISDS_Custom dbo ALL_KNA1 REGIO 7.55

e
0 0

g = & 17
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SAP Process Mining by Celonis



.
SAP Process Mining by Celonis

Knowing what’s going on in your business

Analyze your business processes in real time and achieve the maximum level of transparency
Process Mining (aka Automated Business Process Discovery) knows, analyzes and visualizes all of the
process data saved in your IT systems.

Digital footprints Visualization of lue for th
£ IT svstems Value for the customer
rom IT sys actual processes
I e Efficiency
oo Identify bottlenecks and decrease cycle times

/’,./;!;?fa'e f\ Compliance
foo e\ Detect non-compliant processes or fraud

N — System usage
-~ E]a Compare process models to actual “As-Is” process
/\ /\ /\ 83,513
0y 07 05 () >
0’000 | |
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Getting all Process Variations

See the happy paths

The level of detail of the process can be
seamlessly adjusted. The number of
variants displayed can be reduced in order to
show only the core process.

7403

Create Sales Order Position
7403

/.,.

5,441

[

Creating Delivery
5441

Goods Issue
5441
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Explore deviations

Increasing the number of variants, i.e. the level
of detail, the process will reveal less common
paths and activities. This is great to spot
deviations and inefficient loops.

Get the big picture

Going full-throttle on the process, one may
display 100% data coverage. Nothing escapes
the watchful eye — especially if this augmented
with drill-down functionalities to spot long-
runners, unusual process paths, etc.

20



SAP Process Mining by Celonis
take

Visualisation of complex business processes to identify:
 Thereal “As Is”

 Non Compliance
* |nefficiencies

Real Time monitoring not just a once off analysis

Opportunity for significant process streamlining and/or savings

© 2017 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC
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SAP Process Control

Reporty na podporu
rozhodovania

Dokumentacia kontrol a politik,
prepojenie na regulacie

Automatické Periodické posudenie rizik
monitorovanie ) pre urenie rozsahu a
systémov @ testovacich stratégii

K = M

Vyhodnotenie kontrol,
vytvaranie a spracovanie
vynimiek
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SAP Process Control
Process Guardian

R i Regulator wants evidence the
_ following rights of the natural person
are carried out on an on-going basis:
m l Their data can only be processed if one of
" " oo onvos the grounds on the left can be shown - per
!yt e Instance = process.

" A Process Right to request blocking & deleting of
. IL Consent, Contract, Legal obligation, their data from active procedures.
> I overs Protect vital interest, Public interest, The risk associated with processing their
Legitimate business interest data has to be assessed.
Only the defined and currently agreed
Controller, Risk, processing in scope takes place.
Processor duties Consequence . pata deleted as soon as all legal retention
t periods have passed, the data is blocked
during retention for legal grounds, or if in
Data dispute.

breaches

24
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Discovery survey (policy quiz)

Example

Survey

Attachments and Links

* Category
* Title

Description

Valuation

Active

Questions
Add | Add As Child

5 Question

Policy Quiz v
GDPR: General Discovery and Awareness

This survey is meant to gather some initial data to understand who handles, owns, or
administers personal data of EU data subjects

No Valuation v

Yes v

Actions
Answer Type

¥ GDPR General 1: Do you handle personal data related to EU data subjects? Yes/No/NA
¥ GDPR General 2: For which categories of data subjects? Choice
¥ GDPR General 3: Do you own or administer processes or systems that handle such personal data of EU data subjects? Yes/No/NA
GDPR General 4: Indicate processes or systems that you own or administer. Text
¥ GDPR General 5: Have you attended GDPR awareness training? Yes/No/NA
Text

GDPR General 6: On what date did you attend GDPR awareness training?

© 2017 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

Display condition

Yes
Always Display
Yes
Always Display

Always Display
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Data protection impact assessment (excerpt)

Questions

Add || Add As Child | Remove | Open Actions

T

Question

GDPR DPIA1: Is the establishment of your activities in European territory?
¥ GDPR DPIA2: Do you handle information that can identify other people through one or more of the following activities: Web browsing, account management, delivery, payments_..?
GDPR DPIA2a - Web browsing?
GDPR DPIA2b - Account or subscription management?
GDPR DPIA2c - Sales or service delivery?
GDPR DPIA2d - Payments and transactions
GDPR DPIA2e - Marketing and promotion
GDPR DPIA3: For what purposes or legitimate interests do you process the information?
¥ GDPR DPIA4: Are you relying on consent to process information of individuals?
GDPR DPIA4a: How have you obtained the consent of individuals?
GDPR DPIA4D: If individuals have given their consent, can they withdraw it with ease and whenever they want to?
GDPR DPIA4c: Are the consequences of withdrawal of consent significant for individuals?
GDPR DPIA5: On what basis do you process the information?
GDPR DPIAG: Is it possible for the individual to restrict the purposes for which you process the information?

GDPR DPIAT: Are decisions being made on the basis of the information you process?

© 2017 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

Answer Type
Yes/No/NA
Yes/No/NA
Yes/No/NA
Yes/No/NA
Yes/No/NA
Yes/No/NA
Yes/No/NA
Text
Yes/No/NA
Choice
Yes/No/NA
Yes/No/NA
Choice
Yes/No/NA

Yes/No/NA

Display condition

Yes v
Yes v
Yes v
Yes v
Yes v
Yes v
Yes v
Yes v
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Subprocess

¥ Human Resource Management
» Benefits
¥ Hiring and Termination
¥ Employee Onboarding and Setup
Blocking / Deletion - rejected candiate
Blocking / Deletion - rejected candiate
Data Privacy Impact Assessment performed
Purpose and lawful reasons documented
Transference of data within policy
Access to data is managed
Retention of data is managed
Consent is managed appropriately
¥ Procedure for rejecting candidates

Blocking / Deletion - rejected candiate
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Process
Process
Process
Subprocess
Control
Control
Control
Control
Control
Control
Control
Control
Subprocess

Control

Subprocess: Procedure for rejecting candidates

Parent Organization Human Resources Parent Process Hiring and Termination Allow Local Changes Yes ID 50008709
Timeframe Year 2017 Effective Date 01/01/2017

Controls Requlations Control Objectives Account Groups Risks Attachments and Links
*Name:  procedure for rejecting candidates *Valid From: | 01/01/2017 1]
T M ) ) ) * 1/
Descriplion”  procedure for rejecting candidates Valid To- ' 12/31/9999 1]
Transaction type v
Business Subprocess v
Industry-specific Yes * No

User-defined fields

Purpose: = Recruiting Category:  Applicants

Lawful Consent X Legal Need Personal Data: =~ Private address and telephone

Processing: gsiness Need X
IT System: Talent Management
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Ad hoc issues

Ad Hoc Issue: Laptop with Personal Data Stolen

Submit Assign Remediation Plan == Close Without Plan = Reassign The Issue

Status Submitted Created By lan Robb Created On 09/07/2017 Updated By lan Robb Updated On 09/07/2017

Issues related to the GDPR
can be documented as ad-hoc

) *Name: |5 Ni
ptop with Personal Data Stolen
ISSUes

Issue Details Regulation Attachments and Links

*  Notes

e
Descriplion  gag attached details and incident report

lan Robb - 09/07/2017 03:32:17:

We should assume that physical recovery might not be possible
*

© 2017 SAP SE or an SAP affiliate company. All rights reserved. |
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Priority i
High lan Robb - 09/07/2017 03:30:37:
Object Type: ' Regulation
Object Name: | gppR Open
Oowner IROBB
Source
*Issue Date: | 09/07/2017
Due Date: | 09/09/2017
Audit Trail: Audit Trail

[} Add Note
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SAP Process Control Process register that impact or are impacted
System of record for DPO & Audit by GDPR
7 e/l cmgton s o0l plbct 3 ek el gk amciped 2 ¢ €] Attach GDPR data type, presence of
Wsang Home sensitive data (high risk)
d) My Reports (Custom) My Objects Assessment Planning Surveys Compliance Manager (GRC) Data Protection Office Work Inbox ROleS and responSIbIIItleS related to
Data Protection Office prOCeSSGS
My Processes Open Issues Compliance Results GDPR Compliance Data Sources & Privacy & Impact Automated Access DPIA engine’ reSUItS, Iinked to processes
by Organisation Dashboard Tags Assessments Monitoring

Lawful processing linked to processes
Policy and legalisation compliance

management
Employee compliance
]f"’ 1 Third party compliance
Data breach register, governance thereof
lvdkltb - Link breach to system to process to

owner

Evidence of technical controls in operation,
design effectiveness

Manual and automated controls

Include control evidence from Access
Control

Link to level of risk and risks (ERM)
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Summary



Business Value in GDPR from SAP Solutions

Reduces cost of compliance (not just GDPR), likelihood of a fine

Reduces organizational and individual risk, link to business planning/mission
Good data governance

Good data minimisation

Reduce cybersecurity & reputational risks

Smaller, better organized IT toolset

Address user privilege administration

Greater organizational agility
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Dakujem za pozornost’

Kontakt:

Peter Mravcak

Presales Solution Architect
SAP Slovensko s.r.o.

peter.mravcak@sap.com
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