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GDPR Recap
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Data Privacy 
Impact Assessment Active Data Archive Delete

Legitimate purpose for ongoing processing Lawful retention

Other laws and 
regulations may dictate 

the data must be 
retained longer

No longer required

Not needed for original 
purpose OR “right to 

erasure”

Risks have been assessed and mitigated, 
individuals informed, processes & activities 

documented and active data is protected, minimised 
with alerts for inappropriate use/access

Personal Data Lifecycle
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Data Privacy 
Impact Assessment Active Data Archive Delete

SAP Capabilities

Data Discovery

Tagging and profiling of data 
across SAP and non-SAP 
landscapes

Manage personal data 
accuracy & consistency

Process Discovery

Understand and visualise in 
real-time which business 
processes ‘touch’ personal 
data

Data Blocking, Deletion

For SAP landscapes, 
managing the procedures for 
deleting & archiving with 
defensible legal retention 
requirements

Access Governance

Manage lawful & block unlawful 
access to personal data for 
active business systems, 
contracted processors, archives, 
employee enrolment. 

Personal Data Breaches

Advanced threat analytics/real time 
cyber & breach monitoring. Context-
based access management, blocks, 
alerting, correlations

Process & Control 
Evidence
Custodian of GDPR: digital 
governance services to supervising 
authority with controls and 
automated monitoring for SAP and 
non-SAP landscapes
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What are the major SAP products that help?

Data Privacy 
Impact Assessment Active Data Archive Delete

Power Designer 
Information Steward

Tagging and profiling of 
data across SAP and non-
SAP landscapes

Manage personal data 
accuracy & consistency

SAP Process Mining 
by Celonis

Analyse and visualise in 
real-time which business 
processes (SAP/nonSAP) 
‘touch’ personal data

Information Lifecycle 
Management

For SAP landscapes, 
managing the procedures 
for deleting & archiving 
with defensible legal 
retention requirements

Access Control &    
UI Masking/Logging
Manage lawful & block 
unlawful access to personal 
data for active business 
systems, contracted 
processors, archives, 
employee enrolment. 

Enterprise Threat Detection

Dynamic Auth Mng + EDRM
SAP Enterprise Threat Detection 
- advanced threat analytics/real 
time cyber & breach monitoring. 
DAM+EDRM context-based 
access management, blocks, 
alerting, correlations

SAP Process Control

Custodian of GDPR: digital 
governance services to 
supervising authority with 
controls and automated 
monitoring for SAP and non-
SAP landscapes

GRC & Security for GDPR
q “The controller shall … be able 

to demonstrate compliance 
with, paragraph 1 
('accountability').”

q Regulator: “Accountability, 
good governance, sustainable 
procedures”

q Privacy by design and default
q Privacy impact assessments
q Engage DPO - transparency 

into state of compliance
q Reduce Cost of Compliance: 

Process Control with 
ownership & automation

q Breach management
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The Goal



SAP Power Designer
SAP Information Steward
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Where Does Personal Data Exist In My Landscape?
SAP Power Designer  / SAP Information Steward

SAP Power Designer 
SAP Information Steward

Tagging and profiling of data across 
SAP and non-SAP landscapes

Manage personal data accuracy & 
consistency

Data Privacy 
Impact Assessment Active Data 

Value for GDPR

§ Tagging and profiling of data across SAP & non-SAP 
landscapes

§ Analyse repositories for personal data types

§ Lineage analysis to create transparency on data flows

§ Manage data accuracy & consistency
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Full Lifecycle Metadata Management
From Discovery, Quality and Monitoring to Architecture Driven Change
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SAP Power Designer SAP Information Steward
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SAP Power Designer 
Solution Business Overview

Describe
Reverse engineer 
to build current 
state
Map context
Build relationships

Analyze
Understand impact
Determine 
mappings
Build plan

Define
Complete 
mappings
Ensure 
completeness
Build future state

Execute
Communicate 
architecture & plan
Deliver source 
extraction scripts
Build database 
schema
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SAP Power Designer - Unified Enterprise Modeling
SAP’s EA tool
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Monitor
Quality

continuously 

Improve
Data quality

and
governance

SAP Information Steward
Discover, define, monitor, and improve quality of data assets

Empower business and IT users with a single environment
to manage the quality of their enterprise data assets

Discover
Understand
and catalog
enterprise 

data

Define
Rules and
ownership
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Metadata Integrators
BI Systems

Databases

ETL

Modeling 
Tools

Other Metadata Integrators available*
Altova
Borland
CA
COBOL
Embarcadero
EMC
Gentleware
Silverun
Knightbridge (HP)
IBM
Informatica
Micsosoft

MicroStrategy
NoMagic
OMG
Oracle
SELECT 
SPARX Systems
SUN 
Teradata
Tigris
Visible Systems Corp 
W3C 

Metadata Integrators bundled with Information 
Steward
SAP Software: BI Platform, Data Services, SAP BW, SAP 
HANA, SAP PowerDesigner, SAP ASE, SAP IQ
nonSAP Software: CWMXML (CWM), RDBMS: MS SQL 
Server, DB2, Teradata and JDBC Sources

SAP Information 
Steward 
Metadata 

Repository

Centralized 
location to view 
and catalog of 
disparate 
metadata assets

Central 
Repository

SAP Information Steward
Metadata discovery & catalogue
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SAP Information Steward
Identify content / data behind the column names
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SAP Information Steward
Out of the box Identification of Personal data
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Impact Analysis upstream use

Data Lineage for data origins

SAP Information Steward
Meatadata discovery & catalogue
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Report on the accuracy of 
personally identifiable data 

using Data Quality scorecards

Drill down to explore problem areas, 
by rules, subject areas and systems.

SAP Information Steward
Monitor and improve quality of data



SAP Process Mining by Celonis
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SAP Process Mining by Celonis
Knowing what’s going on in your business

14 

SAP Process Mining by Celonis How it works 

Visualization of 
actual processes 

Digital footprints 
from IT systems  

SAP Business Suite / 
SRM/ CRM / Other 

systems etc. 
 

Big Data analytics powered by 
the SAP HANA platform 

Value for the customer  
 

Efficiency 
Identify bottlenecks and decrease cycle times 

Compliance 
Detect non-compliant processes or fraud 

System usage 
Compare process models to actual “As-Is” process 

Analyze your business processes in	real	time	and achieve the maximum level of transparency
Process Mining	(aka	Automated Business	Process Discovery)	knows,	analyzes and visualizes all	of the
process data saved in	your IT	systems.
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Getting all Process Variations

See the happy paths
The level of detail of the process can be 
seamlessly adjusted. The number of 
variants displayed can be reduced in order to 
show only the core process.

Explore deviations
Increasing the number of variants, i.e. the level 
of detail, the process will reveal less common 
paths and activities. This is great to spot 
deviations and inefficient loops.

Get the big picture
Going full-throttle on the process, one may 
display 100% data coverage. Nothing escapes 
the watchful eye – especially if this augmented 
with drill-down functionalities to spot long-
runners, unusual process paths, etc.
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• Visualisation of complex business processes to identify:
• The real “As Is”
• Non Compliance
• Inefficiencies

• Real Time monitoring not just a once off analysis

• Opportunity for significant process streamlining and/or savings

SAP Process Mining by Celonis
take



SAP Process Control
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SAP Process Control

Dokumentácia kontrol a politík, 
prepojenie na regulácie

Periodické posúdenie rizík 
pre určenie rozsahu a 
testovacích stratégií

Vyhodnotenie kontrol, 
vytváranie a spracovanie 
výnimiek

Automatické 
monitorovanie 
systémov

Reporty na podporu 
rozhodovania
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SAP Process Control
Process Guardian

Regulator wants evidence the 
following rights of the natural person 
are carried out on an on-going basis:
• Their data can only be processed if one of 

the grounds on the left can be shown - per 
process.

• Right to request blocking & deleting of 
their data from active procedures. 

• The risk associated with processing their 
data has to be assessed.

• Only the defined and currently agreed 
processing in scope takes place.

• Data deleted as soon as all legal retention 
periods have passed, the data is blocked 
during retention for legal grounds, or if in 
dispute.

Instance = 
Process

Purpose

Controller, 
Processor duties

Risk, 
Consequence

Consent, Contract, Legal obligation, 
Protect vital interest, Public interest, 

Legitimate business interest  

Data 
breaches

DPO, 
Accountability
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Discovery survey (policy quiz)
Example
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Data protection impact assessment (excerpt)
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Subprocess

Lawful
Processing:

User-defined fields

RecruitingPurpose: ApplicantsCategory:

XConsent

XBusiness Need

Legal Need Private address and telephonePersonal Data:

Talent ManagementIT System:
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Issues related to the GDPR 
can be documented as ad-hoc 
issues

Ad hoc issues
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SAP Process Control
System of record for DPO & Audit

• Process register that impact or are impacted 
by GDPR

• Attach GDPR data type, presence of 
sensitive data (high risk)

• Roles and responsibilities related to 
processes

• DPIA engine, results, linked to processes
• Lawful processing linked to processes
• Policy and legalisation compliance 

management
• Employee compliance
• Third party compliance 
• Data breach register, governance thereof

• Link breach to system to process to 
owner

• Evidence of technical controls in operation, 
design effectiveness

• Manual and automated controls
• Include control evidence from Access 

Control
• Link to level of risk and risks (ERM)



Summary
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Business Value in GDPR from SAP Solutions

1. Reduces cost of compliance (not just GDPR), likelihood of a fine
2. Reduces organizational and individual risk, link to business planning/mission

3. Good data governance
4. Good data minimisation
5. Reduce cybersecurity & reputational risks

6. Smaller, better organized IT toolset
7. Address user privilege administration

8. Greater organizational agility
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